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These standards outline appropriate use of the IEEE 802.11 Wireless Local Area Networks (WLANs) for the Department of Health and Human Services (HHS).  The requirements presented are based on the IEEE 802.l1 family of standards and do not incorporate any proprietary vendor security controls.  Unless specifically noted, these standards apply to both HHS internal WLANs and HHS WLANs configured for open/public access.  
1. WLAN products shall comply with the IEEE 802.11-2007.
2. WLAN products shall be Wi-Fi Alliance Wi-Fi Protected Access (WPA) 2 certified.

3. Encryption for data traversing a WLAN shall use Advanced Encryption Standard (AES) algorithms that are validated under the National Institute of Standards and Technology Cryptographic Module Validation Program
 as meeting requirements per Federal Information Processing Standards (FIPS) 140-2 at a minimum Overall Level 1.

4. Periodic WLAN scanning shall be conducted on at least a quarterly basis to identify and remove any unauthorized wireless access points.  Scanning shall be conducted over the WLAN’s entire coverage area.  Scanning does not need to occur in WLAN coverage areas employing a wireless intrusion detection system.
5. Wireless endpoint communications shall be disengaged while physically connected to a HHS or Operational Division enterprise wired network.

6. Access Points shall be contained within enclosures or placed in physically secure locations to prevent unauthorized physical tampering or unauthorized physical access.

7. WLAN components shall not operate using default factory passwords. HHS password requirements shall be applied.
8. WLAN traffic shall be logically segmented from wired network traffic when possible.
9. Data in transit from authorized users on a WLAN to authorized users on a wired LAN shall be filtered through an appropriate filtering device (e.g., firewall).

10. WLAN traffic destined for the wired local area network shall be limited to the minimum required protocols, ports, and hosts to prevent unauthorized access. 

11. A demilitarized zone (DMZ) shall be placed between the WLAN and its wired distribution system in cases where an organization is supporting public users/open access.  
12. WLANs configured for public or open access are untrusted networks and shall be segmented from the internal OPDIV network and use a compliant Virtual Private Network (VPN) to access internal resources.
13. WLANs that are not configured for open/public access shall implement IEEE 802.1X access control to prevent access from unauthorized WLAN devices.

14. WLANs that are not configured for open/public access shall provide authentication using a FIPS-140 validated and Wi-Fi Alliance WPA2 certified Extensible Authentication Protocol (EAP) method to verify authorized WLAN devices and/or users.

15. Ad-hoc connections between endpoint wireless devices without a centralized infrastructure shall be prohibited.
16. Wireless connections shall not be used to administer the WLAN.

17. Per-session dynamic RC4 keys, including but not limited to dynamic wired equivalent privacy (WEP), temporal key integrity protocol (TKIP), and WPA shall not be used to secure WLAN communications.

18. The use of static or pre-shared keys shall not be permitted.
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� The Cryptographic Module Validation Program is a joint effort between National Institute of Standards and Technology and the Communications Security Establishment Canada that validates cryptographic modules to Federal Information Processing Standards,  Refer to � HYPERLINK "http://csrc.nist.gov/groups/STM/cmvp/index.html" �http://csrc.nist.gov/groups/STM/cmvp/index.html�.


� FIPS 140-2 provides four graduated, qualitative levels of security to cover the wide range of potential applications and environments in which cryptographic modules may be employed.  Refer to � HYPERLINK "http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf" ��http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf�.
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